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Abstract

In an attempt to investigate the features of spam emails from the viewpoint of MTA, experiments were
made in 2009 with five real servers installed in Japan and a domain name under .jp. It has been found that
not only did a group of spam emails arrive at the server with a high MX priority in the DNS, but also
another did at the one with a low MX priority in comparable numbers and the remaining mails at the other
with A record in one fewer number of digits. 99.99% of these spam emails came via IPv4 whereas only
0.01% via IPv6. The countries of origin where their IP addresses were assigned to most were Brazil, Korea,
Vietnam, China and India in descending order. These five countries made up 42 % of all. 19% of envelope
from domains in the spam emails were identified as the destination domain. 51% of them had their existent
domains, but were not reachable email addresses. Reachable addresses were 27% of all. Although SPF and
Sender ID were registered in 31% and 35% of domains respectively, DomainKeys and DKIM were less than
0.05%. In one of the experiments in which greet pause was set, about 50% connections were disconnected
within 10 seconds. After that, the frequency of accumulated disconnections increased in a stair-step fashion

until almost all were eventually disconnected within 120 seconds.
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Table 1 Quantitative data of received spams
(Experiment 1)

4 R R | VBB | LilBoR
(i) DA R | DR A R DA b

NS1 0 0

NS2 0 0

A 2,295 5,803,399 2,528.71 23,090 833

MX10 18,464 118,365,068 6,410.59 579,535 389

MX20 17,817 79,672,785 4,471.73 59,108 392

ESUN 38,576 203,841,252 5,284.15 579,535 389

ICEE L ZSPAMA =)L b dH o7z, A TAL
d— RIZBEFEINZIPY RL ZXI2#E 2 HEHIZ
DNSHZ ORI Z MK T 572D TH 5 D M.
SPAM A — LA E 13 E R NI A NI KB D A — )L
EROMIDNDHBEATH O, EEENDNSHR
DOFfZEDL THHPLIZNWEEAZELTHR
HiETlEARn, ALI—-RIZBREINTNWST R
L ZIZ A=) &> THIEL < Em< LIFES AN
M, EEIIIm<SBENLENWENWD T Lzl
iR EEZOND, THUTH LT [NSL] H—
INE INS2) B —)NITHE L 72SPAM X — )L 4
WMTHhHolz. ZHUT, F—LT—=NFA—=)LHT—
NEFBESNTVBFNZ N0, DIbER—
Lt —/NIZSPAM A — )L % 3£ 0 1T 2 DIZFN R
BEWZLDBNESBZASNS.

SPAMA =)L O REIIWCHHT B &, [MX10]
H— NIZEE U 72SPAM A — )L DO 1 O S5 D 43
2 Ny ¥ Z2ED) MN64kBTH 2 DITH L,
[MX20] H—/\134.5kB, [A] U —/\132.5kB&
ZNH . MXTHEEE DKW A —)LH —/\13535
ROHA D —F, RETED A=)V O PR
INBLEEND B, > TRKEMLSPAMA —)LIZ
MXTHEEE D E W A — )P —/NITHEERX D 17

THNERTHDEND ZEDBNEEZENS.

HEBORKTEZ RS &, [MX10] H—/NiC
F3E L 7=SPAM A — )13 H K TH80kBH H D, il
DY —NOEKAELD LHFREW. TA] =N
B L ZZSPAM A —)LIZEGR O & 5 ICRE D ik
< B LR FEEICL2DD LTINS D
T, ZOMRELTLIEYZDDHENRD/NS
<IEoTwaEEZEND. BB, 2ERO¥EHEIZL
5.3kB/z o /.

BB L 72 A—)L D 5 5EMAILER-DAEMON 5

DHONEFWTE D>, IS EHLATHR
L&l 43Ny I AFvy s EHETE
28, RO LEIERETLA—ILY BL X ZFEML
72SPAM A — )L /=5 7=,

F7-, DATAIAZEDOSPAM A —)LAY [MX10]
B —/N1Z 38738, [MX20H—/NIZT368MEEL /.
DATAIY > ROWFE T LRNE A= )LEENER)
IRLRBNWI END, ZEODATAERME SN TH
TWbHZ &%, DIOLILEEHRDO BN
SPAMA —)L %&£ 2 B S ) TR W,
A—=)VT7 R L A DB ZEMEND TS AIHEMED
H%.

32 IPOIN—2 3>

HBr 1 TSPAMA — )VICHEH S NZIPD /N —
Tarid, FEAERT (99.99%) INIPv4T, IPv6
12458 (0.01%) UL2/ano/z. IPv6TREETE
DI ETZVEIRTH DR 55 2 UTH R
OIEREFAD. IPV6TCEELZATWOANY T &
BHTHENDIZEZA, BINDA > —Fy g
B SR DRFED A=) — N\ R /E >
7c. SPAMA—)ViXEEMNHSIPv6Z A L /23R
Tl372 <, IPVBIZHIR L 7= EHE OMTANEF I 11
REREEZOND. 4WIZ2T [MX10) H—
NIZEFELTHD, fhoH—/NIZIPVveTREL /2
SPAM A — U7 - 7=.

272, SETRIPVeRNIZEAEEHIN TN
WZDIPVBIZK T 2 F 21U 7 ¢« OHFWH—N
MHY, FRIPVENE KRS 5B TIPveZfiH L
7eSPAM A — )L BRI —SUTIRIT S % vl R
H5.

33 #T\EITIPT RLR

Fhk 1 THHOTIPY R L X OEAREE ERNICE
L7z T ZTable 212779, ZOHEFHI R
AA A EIFEERIC, BRIRAAEL TWHE|
YEZEITICU.

B B s rEO T I D), E, XN
L, HE, 1> RTef042%z 5D Tnhs. H
AVE364L CRIKD0.5%ITEME TR > 77
3.4 HELO

EBi 1 TSPAMA—JVikEH (U547 > B)
MNHHELOE ZIZEHLOTE 5 41Tk /= [SMTP
747 > ~NDOFQDN] Z&4Hr L7z, #E3R % Table
IR BABEDIZY Z41 7 > FFQDNAVA(E &



A - MTAZ S B 7ZSPAM X —)L D% 31

Table 2 Connection origins (Experiment 1)

JEAL [E44 HEfE K e (%]
1 TN 4,628 12.0
2 | 3,137 8.1
3 ~N R A 3,007 7.8
4 iz 2,923 7.6
5 EAN 2,405 6.2
6 TAY R 1,919 5.0
7 RK—=F R 1,718 4.6
8 a7 1,144 3.0
9 apLEeT 921 2.4

10 N—~=7 907 2.4
11 2= 904 2.3
12 AL 819 2.1
13 TP T 809 2.1
14 KA 732 1.9
15 AFXY R 701 1.8
16 UYL F 614 1.6
17 A5V T 600 1.6
18 FU 596 15
19 44 544 14
20 Fxa 501 13
21 E AN 467 1.2
22 7T A 458 1.2
23 A AT L)V 439 11
24 AF o 429 11
25 RERH 364 0.9
26 TNHAYT 336 0.9
27 Ay KRy T 319 0.8
28 ~L— 285 0.7
29 Rov ks H v 272 0.7
30 ¥Uo7 246 0.6
31 T va 237 0.6
32 ZaNFT 236 0.6
33 ER T 213 0.6
34 N — 210 0.5
35 wALETEYT R0 200 0.5
36 A A 196 0.5

NTRAZDIZFHELATITHET, SPAMA—)LIC
R 72 e Bin 7z

MX10] H—/N& [MX20] H—/NOE[fEL
BHLE-> TWT, HEBO O 5147 >k
FQDNIZZNZN36%E42%7- 5 7=, RIZEZ LD
KL (Ry ) OBRWERIT, FhEN26%E
32%H o7z, ZOHIZid [ocalhost] M EAD2%
RS EN5S. 3BHITZVWONT T4 7 > MNP
7 RLAT, ZNEN1%ES5S%H 7=, 4%H
ICZWDIEY—NIPY RLZAD 4% T, ZiUIH
SMICBEICKT 5. EEFEA—INT RL X%

FA—=IVT RLAD R AA PE3 O <,

END 1 %A= 7=

—74, [A] B—NIZEFEEL 23R E <@ mns
B0, 7547 2 RPY RL ZAMNMFEIT8I%%ZE 5
Wiz, 2HFBIRZVONBAGED DY Z41 7 > b
FQDNTC, 11%/Z->7z. HA Tl & RIR2E(E
TALI—RD7 RLAICA—INEED AT A
DR 51, BED® O EEE THFIN

Table 3 Client names by means of HELO or
EHLO (Experiment 1)

HELO/EHLO 7 7 A 7 > b4, [MX10 #—/3 |MX20 #— /% AY—s1 EXUN
27747~ FFQDN (¥75]) (6,612 (35.8%)|7,480 (42.0%)| 254 (11.1%) 14,346 (37.2%)
27A4AT Y MIPT FLA 2,099 (11.4%)| 825 (4.6%) 1,862 (81.1%)| 4,786 (12.4%)
xR —7from KAA 158 (0.9%) 5 (0.0%) 0 (0.0%) 163 (0.4%)
~v 4 From: FAA 58 (0.3%) 5 (0.0%) 0 (0.0%) 63 (0.2%)
fg (Ko b)) 2L 4,883 (26.4%) |5,604 (31.5%)| 29 (1.3%)|[10,516 (27.3%)
9%, [ocalhost | 332 (18%) | 444 (2.5%) 11 (0.5%) 787 (2.0%)
H—/3 FQDN 0 (0.0%) 1 (0.0%) 0 (0.0%) 1 (0.0%)
P—RIPT FL A 795 (4.3%)| T75 (4.3%) 0 (0.0%)| 1,570 (4.1%)
e RAA > 8 (0.0%) 8 (0.0%) 71 (3.1%) 87 (0.2%)
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Table 4 Sender mail adrresses (Experiment 3)

T m—7 from MX10 % —/% | MX20 % —/% A= Atk

Wi 17,476 (100.0%) | 15,136 (100.0%)| 26 (100.0%) || 32,638 (100.0%)

s LFEL RFAAL Y 3,866 (22.1%)| 2,388 (15.7%) 2 (77%)| 6,256 (19.2%)

R A AV RAETE 695 (4.0%) 233 (1.5%) 2 (1.7%) 930 (2.8%)

FAL IGFET D0
A= VIR AR
(user unknown %)

7,437 (42.6%)| 9,201 (60.8%)| 22 (84.6%)| 16,660 (51.0%)

A= JE < 5478 (3L3%)| 3,314 (21.9%) 0 (0.0%)| 8792 (26.9%)

~~ v % From: & —# 15,739 (90.1%)| 12,536 (82.8%)| 22 (84.6%) || 28,297 (86.7%)

~ 4 From: & R 1,737 (9.9%)| 2,600 (17.2%) 4 (154%)| 4,341 (13.3%)

72, UENE T > NO—Jfrom® R A >H3%85E R
AA 2 EFA— D EIFER TN < WHTREMED
Ho7eD, BTSN S DES LI A—)b
EIEET2RENEZ TS0 HeELdH 5.
BRHBZVDE, RAASIEETLI2HDOD
[user unknown| DM H THEARREDY KL X
T, &RD51%1Z> 7. TNHINT > AHFEHEN
FEFRL 7= B A > OpostmasteriZ % 6 % O T
SPAM A —)L 3R E#HIT & > TIImEIN R0, %(F
BT R L ZMRAE 2 FE T IUXSPAM A — )L % 125,
TEHIEITRB, REMTOREEHEY RLA
ﬁm BENDH D, HRIEEBTEEWN. L
IXFEMEINDRFED R AL T L THE<

@@ﬁ%ﬁﬁ&,KEﬁ?ﬁtxtﬁméhéﬂ
HEMED B 2. F/z, SPAMUS TREEHEM A -
T RLUADFIHEN S5 E50HD. TDHFEH
HATREEY RLAMGEZ1T> TWAEIEH £ D
2 ERbNns.
KIZENWDIF LT > XO—FfromA—)L7 KL
AINBNZERREIR S DT, £IKD27%72 > 7=. SPAM
EEHEVPODIOIHFDHILEHSNTT 5 FH
MO EMEDPUZ0ND > R 2 EEZ2# <
LIFFEZICSVWOT, EEBRRE=ZFDA-IT
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N A X TENTIR o727 RUADEEN
bEEZENS.

Table 5 Sender domains (Experiment 3)

NE A7 RAA % B R %]
1 gmail.com 148 0.5
2 yahoo.com 138 0.4
3 hotmail.com 109 0.3
4 yahoo.co.jp 87 0.3
5 yahoo.cn 86 0.3
6 nifty.com 84 0.3
7 msn.com 79 0.2
8 odn.ne.jp 78 0.2
9 excite.co.jp 76 0.2

10 so-net.ne.jp 69 0.2
FioE R AA > &l — 6,256 19.2
ik 32,638 100.0

BODIRINSTZDIE R AL 2 HEDSFEEL 72N
GE T, BIKD3%Eo7. T>ANO— JfromdD
RAA DR LIRS BICZERG O
EMNTED720, SPAMBEGFEENGFEIELRNEREA
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5.
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Table 6 SPF results (Experiment 1)

SPFHIERS R || IMX10) 4 —/3| MX20) #—/3| [A] #—s3 ESCS
fail 829  (8.1%) 466 (3.4%) 120 (5.2%) 1415 (5.4%)
softfail 882 (8.7%) 768 (5.7%) 234 (10.2%) 1,884 (7.2%)
neutral 2,035 (20.0%) 1,660 (12.3%) 222 (9.7%) 3,917 (15.1%)
pass 586 (5.7%) 171 (1.3%) 0 (0.0%) 757 (2.9%)
permerror 52 (0.5%) 70 (0.5%) 0 (0.0%) 122 (0.5%)
none 5811 (57.0%) | 10,376 (76.8%) 1,719 (74.9%) || 17,906 (68.9%)
10,195 (100.0%) | 13,511 (100.0%) 2,295 (100.0%) || 26,001 (100.0%)

50, —RITIZFIHEN A —)VEEETT> TN D
BWELHD, BEHIZZEELRTHRITBITH
2. MTABBE TRZERGT 2D TR, Ay
% Authentication-Results: 2 - i L CHIE & 5 D
EHZFHHZFICERDONEYES .
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R A EHE B FIHH OB 2RI RN R0 iE
BHENT, TTEMELRTEToOMEEEEZ
5N5. £/, SPAMA—)L THIHICHEHET
pass&/Eo7=H DN [MX10] H—NT6%bHH >
o, ZHUIEBBOMTANEH N TWDLHAE L,
SPAMA — )V EEHHDGEBEILA—IVT RL X
DRAS DZEHLUTWBEENEZA5NS. T

FRLPA b THOBEADEES NDHEICZD,

RAA 2 1 DH0FEMTHIUT CFRRICHMT
Z 5. SPAMA — VR GENLMIE RAA > %
KL EFNFETIZL CEG RAT VEEEZIEL <

RETIUL, EE R A VERREIISPAM A — )Lk
FROBLININ T2 72 <725

SPEASpass& | & & 1 /=SPAMA — )L 1%
[MX10] H—=N\M6%TdH2DITHL, [MX20]
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Table 7 Sender ID results (Experiment 1)

Sender ID TMX10) #—/3| TMX20) #—/3| TA] H—s3 XN
A R
fail 545  (5.6%) 641 (5.1%) 121 (53%) | 1307 (5.3%)
softfail 1,053 (10.8%) | 1274 (10.2%) 235 (10.3%) | 2,562 (10.5%)
neutral 2,040 (21.0%) | 1598 (12.8%) 222 (9.7%) | 3,860 (15.8%)
pass 573 (5.9%) 157 (1.3%) 0 (0.0%) 730 (3.0%)
permerror 53 (0.5%) 51 (0.4%) 0 (0.0%) 104 (0.4%)
none 5473 (56.2%) | 8744 (70.1%) | 1708 (74.7%) | 15925 (65.0%)
# 9,737 (100.0%) | 12,465 (100.0%) | 2,286 (100.0%) | 24,488 (100.0%)
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Sender ID& 1F B 72 5. BRI BT 3
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3.8 Greet Pause
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Fig. 1 Greet Pause (Experiment 2)
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3.9 Content-type & charset

MTADEE L EHEZDBEFRIZIE WA, SPAMA—
WO ER 2 ETERIICK> TEEL &
SPAM X —)L D\ v & 1 5 Content-type & charset
Z 5y B U 7=. &% 9 Content-type® % 3t #i # 2
Table 81275 9". Content-typelI v FHDH D=
JEEEL, htmly JICiER I Nzd 0P
multipart® — &M EE R S Nz H DRI L 7=,
[MX10] H—/\Tldtext/htmlA359% & i 5 % 5
DR L, TMX20] H— /N TldmultipartA?
59% &I oz T 5T [A] H—=NTIK
multipart73194% Ctext/htmlAs 0 & W 5 BEA7 5 7=
BMnENnz, SPAMA—)VEE 07 5 L13
multipart 243 & WD AIREMEE 2 51 5.
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Table 8 Content-type (Experiment 1)

Content-type || MX10J #—/3| TMX20] #—/3| [A] $—s3 EXUN
text/plain 1,206 (6.7%) 1,028  (5.9%) 131 (5.7%) 2,365 (6.3%)
text/html 10,620 (58.8%) 6,165 (35.3%) 0 (0.0%) 16,785 (44.4%)
multipart 6,248 (34.8%) | 10,253 (58.8%) 2,154 (94.3%) || 18,655 (49.3%)
Ei 18,074 (100.0%) | 17,446 (100.0%) 2,285 (100.0%) || 37,805 (100.0%)

Table 9 Charset (Experiment 1)

charset IMX10) ¥ —/8| TMX20) H—/8| TA] #—2% i
1S0O-8859-1 8,816 (41.9%) | 10,547 (42.4%) 4 (1.0%) 19,407 (38.6%)
1S0-8859-2 380 (1.8%) 287  (0.0%) 0 (0.0%) 667 (1.3%)
1S0-8859-3 21 (0.1%) 0 (0.0%) 0 (0.0%) 21 (0.0%)
1S0-8859-4 36 (0.2%) 1 (0.0%) 0 (0.0%) 37 (0.1%)
1S0-8859-5 34 (0.2%) 0 (0.0%) 0 (0.0%) 34 (0.1%)
1S0-8859-6 28  (0.1%) 0 (0.0%) 0 (0.0%) 28 (0.1%)
1S0-8859-7 35 (0.2%) 0 (0.0%) 0 (0.0%) 35 (0.1%)
1S0-8859-8 29 (0.1%) 1 (0.0%) 0 (0.0%) 30 (0.1%)
1S0-8859-9 39 (0.2%) 0 (0.0%) 0 (0.0%) 39 (0.1%)
1S0-8859-10 26 (0.1%) 0 (0.0%) 0 (0.0%) 26 (0.1%)
1S0-8859-11 35 (0.2%) 0 (0.0%) 0 (0.0%) 35 (0.1%)
1S0-8859-13 27 (0.1%) 0 (0.0%) 0 (0.0%) 27 (0.1%)
1S0-8859-14 19 (0.1%) 0 (0.0%) 0 (0.0%) 19 (0.0%)
1S0-8859-15 31 (0.1%) 0 (0.0%) 12 (0.3%) 43 (0.1%)
1S0-2022-]P 124 (0.6%) 83  (0.3%) 0 (0.0%) 207 (0.4%)
UTF-8 3,263 (15.5%) 2,845 (11.4%) 0 (0.0%) 6,108 (12.2%)
us-ascii 3,945 (18.7%) 1,803 (7.3%) 2 (0.0%) 5,750 (11.4%)
SJIS 34 (0.2%) 20 (0.1%) 0 (0.0%) 54 (0.1%)
Windows-1250 653  (3.1%) 266 (1.1%) | 2,144 (49.3%) 3,063 (6.0%)
Windows-1251 259 (1.2%) 106 (0.4%) 6 (0.1%) 371 (0.7%)
Windows-1252 || 2,476 (11.8%) 8,118 (32.7%) | 2,133 (49.1%) | 12,727 (25.3%)
koi8-r 718  (3.4%) 774 (3.1%) 5 (0.1%) 1497 (3.0%)
koi8-u 1 (0.0%) 0 (0.0%) 0 (0.0%) 1 (0.0%)
GB2312 0 (0.0%) 1 (0.0%) 0 (0.0%) 1 (0.0%)

i 21,065 (100.0%) | 24,852 (100.0%) | 4,346 (100.0%) || 50,263 (100.0%)
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